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Abstract  Th is paper presents a low cost and flexib le home control and monitoring system using an embedded micro -web 
server, with IP connectivity for accessing and controlling devices and appliances remotely using Android based Smart phone 
app. The proposed system does not require a dedicated server PC with respect to similar systems and offers a novel 
communicat ion protocol to monitor and control the home environment with more than just the switching functionality. To 
demonstrate the feasibility and effectiveness of this system, devices such as light switches, power p lug, temperature sensor 
and current sensor have been integrated with the proposed home control system. 
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1. Introduction 
The Internet o f Th ings (IoTs ) can  be described as 

connecting everyday ob jects like s mart-phones, Internet 
TVs, sensors and actuators to the Internet where the devices 
are intelligently  linked  together enab ling new forms of 
communicat ion between things and people, and between 
th ings  thems elves [1]. Bu i ld ing  IoTs  has  advanced 
significantly in the last couple of years since it has added a 
new d imens ion  to  the  wor ld  o f  in fo r mat ion  and 
communicat ion  technolog ies . Accord ing  to [2], it  is 
expected that the number o f dev ices connected to the 
Internet will accumulate from 100.4 million in  2011 to 2.1 
billion by the year 2021, growing at a rate of 36% per year. 
In  the year 2011, 80% machine to  mach ine (M2M) 
connections were made over mobile networks such as 2G 
and 3G and it is predicted that by 2021, this ratio  will 
increase to  93% since the cost related with M2M over 
mobile networks are generally cheaper than fixed networks 
as illustrated in Figure 1. Now anyone, from anytime and 
anywhere can have connect ivity for anything and it is 
expected that these connections will extend and create an 
en t irely  advanced  dynamic networ k o f  IoTs . The 
development of the Internet of Things will revolutionize a 
number of sectors, from automat ion, transportation, energy, 
healthcare, financial serv ices to nanotechnology . IoTs 
technology can also be applied to create a new concept and 
wide development space fo r s mart homes to p rov ide 
intelligence, comfort  and to improve the quality o f life.  
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Different devices and the appliances in the home such as 
lightings, air condition, home security and entertainment 
systems are now being connected to the Internet so that it 
can be controlled remotely using the Smart phones or 
Tablets. Not only devices can be controlled, but home 
environment can also be continuously monitored for 
maintaining certain desired temperature or monitoring 
amount of energy consumption[3]. Hence, this will 
contribute to overall cost reduction and energy saving 
which is one of the main concerns of today.  

 
Figure 1.  M2M device connections and future predictions 

This paper is the extension of our previous work[4] and  
presents a low cost and flexible home control and monitoring 
system using an embedded micro-web server, with IP 
connectivity for accessing and controlling devices and 
appliances remotely using Android based Smart phone app. 
The proposed system does not require a dedicated server PC 
with respect to similar systems and offers a novel 
communicat ion protocol to monitor and control the home 
environment with more than just the switching functionality. 
We have utilized  RESTful based Web services as an 
interoperable application layer that can be directly integrated 



6 Rajeev Piyare:  Internet of Things: Ubiquitous Home Control and Monitoring   
System using Android based Smart Phone 

 

into other application domains like e-health care services, 
utility, distribution, or even vehicular area networks 
(VANET).  

The remaining of the paper is organized as follows. In  
Section 2, we b riefly  discuss related work. Section 3 
describes the proposed system arch itecture and its features 
while Section 4 outlines the system implementation of the 
home control and monitoring system. Finally, some 
conclusions are presented. 

2. Related Work 
Home automation or Smart Homes (also known as 

domotic) can be described as introduction of technology 
within the home environment to provide convenience, 
comfort, security and energy efficiency to its occupants[5]. 
Adding intelligence to home environment can provide 
increased quality of life for the elderly and disabled people 
who might otherwise require careg ivers or institutional care. 
There has been a significant increase in home automation in 
recent years due to higher affordability and advancement in 
Smart  phones and tablets which allows vast connectivity. 
With the introduction of the Internet of Th ings, the research 
and implementation of home automation are getting more 
popular[6]. Much of the research attention has been given in 
academia. Various wireless technologies that can support 
some form of remote data transfer, sensing and control such 
as Bluetooth, Wi-Fi, RFID, and cellular networks have been 
utilized to embed various levels of intelligence in the 
home[7]. The studies in[4, 8-14] have presented Bluetooth 
based home automation systems using Android Smart 
phones without the Internet controllability. The devices are 
physically connected to a Bluetooth sub-controller which is 
then accessed and controlled by the Smart phone using 
built-in Bluetooth connectivity. However, due to limited 
range of operation (maximum up to 100 m) the system is 
unable to cope with mobility and can only be controlled 
within  the vicinity. Researchers have also attempted to 
provide network interoperability and remote access to 
control devices and appliances at home using home 
gateways.[15] introduced a Wi-Fi based home control 
system using PC based web server which manages the 
connected home devices. Similar designs have also been 
presented in[16-19] where a dedicated web server, database 
and a web page have been developed to interconnect and 
manage the devices with the Internet. The disadvantages of 
these systems are twofold. Firstly, a h igh end personal 
computer has been utilized which not only increases the cost 
of installation but also increases the energy consumption. 
Secondly, development and hosting of web pages which also 
add to the cost. A GSM based communication and control for 
home appliances has also been presented by[20] where 
different AT commands are sent to the Home Mobile for 
controlling different appliances. The drawback of this 
system is that users are not provided with a graphical user 
interface and  users have to remember different AT 

commands to control the connected devices.[21] proposed 
mobile IP based architecture and its potential applications in 
Smart homes security and automation without any actual 
deployment and testing. Lately few researchers have also 
presented use of Web services, Simple Object Access 
Protocol (SOAP) and Representational State Transfer (REST) 
as an interoperable application layer to remotely access 
home automation systems.[22] introduced a smart home 
management scheme over the Ethernet network based on 
XML SOAP standards. The drawback of using SOAP based 
Web a service is that it  is complex and adds overhead to the 
client and server when parsing the message, resulting in 
slower operation and higher Bandwidth. REST[23] has been 
presented as a Web-based interaction for controlling 
household appliances using Web techniques such as HTTP 
caching and push messaging. Also a Web-based graphical 
user interface has been developed to manage the home 
devices. Home automat ion using Cloud computing has also 
been proposed by[24, 25] where users were ab le to control 
various lights and appliances within their home. 

The above mentioned systems have made significant 
contributions to the design and development of home 
automation systems. However, the existing works were 
mainly focused on switching and controlling home 
appliances or connected devices rather than remotely 
monitoring of home environment. 

3. Proposed System and Architecture 
3.1. Features of the Proposed System 

In order to address the mentioned issues of flexib ility and 
functionality in the literature survey, we designed and 
implemented a novel, standalone, flexib le and low cost home 
controlling and monitoring system using RESTful based 
Web services as an interoperable application layer. The 
system consists of a micro Web - server based on Arduino 
Ethernet, hardware interface modules and the Android 
compatible Smart phone app. The architecture presented in 
this work can be customized in different ways in order to 
accommodate different application scenarios with minimum 
recoding and design i.e. each time a new device is added to 
the micro Web-server, a new thread dedicated to the device 
is automatically created in the Smart phone app. Hence, the 
aim of the proposed work is not to incorporate expensive 
components such as high end personal computers. This 
system allows authorized home owners to remotely control 
and monitor connected devices at home using any Wi-Fi or 
3G/4G enabled Smart phone which supports Java. The smart 
phone app provides a graphical user interface (GUI) for 
accessing and controlling the devices at home through server 
real IP. 

3.2. Description of Proposed Architecture 

This section describes the proposed architecture and 
design of flexib le and low cost home controlling and 
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monitoring system. The architecture is divided into three 
layers: Home Environment, Home Gateway and Remote 
Environment (see Figure 2).  

Remote Environment represents authorized users who can 
access the system on  their Smart phone app using the Internet 
via Wi-Fi or 3G/4G network. Home Environment consists of 
Home Gateway and a hardware interface module. The 
primary function of the Home Gateway for the proposed 
architecture is to  provide data translation services between 
the Internets. The main  component of the Home Gateway is a 
micro Web - server based on Arduino Ethernet. The main 
task of the server is to manage, control and monitor system 
components, that enables hardware interface modules to 
successfully execute their assigned task using actuators and 
to report server with triggered events via sensors. 

Hardware interface modules are directly interfaced with 
sensors and actuators through wires. It has the capabilit ies to 
control energy management  systems like lightings, power 
plugs, HVAC (heating, ventilat ion, and air conditioning) 
systems and security systems such as door locks, and gate. 
For monitoring Home Environment the system supports 
sensors such as temperature, humidity and current. 

 
Figure 2.  A Overview of Conceptual architecture 

4. System Implementation 
As mentioned, the proposed ubiquitous home control and 

monitoring system consists of three main modules: the micro 
Web server, hardware interface module and the software 
package (Smart phone app). To demonstrate the feasibility 
and effectiveness of this system, devices such as light 
switches, power plug, temperature sensor and current sensor 
have been integrated with the p roposed home control system. 
This section describes the system implementation details.  

4.1. Software Development for Home Gateway 

 
Figure 3.  Home Gateway flow chart for the connection establishment with 
the Internet 

Software of the proposed home automation system is 
divided into two parts: server application software and 
microcontroller firmware. The server applicat ion software is 
a library implementation of a micro Web-server running on 
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Arduino Uno using the Ethernet shield. This Ethernet shield 
has the capability to be used both, as a client or a server. To 
successfully communicate between  remote user and the 
Home Gateway, configuration stage and sensor/actuator 
control stage layers have been implemented on the Arduino 
Uno. The <Ethernet.h> libraries are used to receive data on 
Arduino Uno and creates output messages in JavaScript 
Object Notation (JSON) format. Figure 3 shows the 
flowchart of connection establishment between the Arduino 
Uno and the Internet. The Home Gateway is connected to 
Internet over TCP/IP. Since Arduino Ethernet shield already 
supports a TCP/IP stack, we have focused on implementing 
software to connect it to the remote user. The Home Gateway 
once started enters the configuration stage. During the 
configuration stage the Ethernet module establishes 
connection with Local Area Network (LAN) using a static IP 
address. To optimize the process of connection, we have 
used static IP address rather than acquiring an IP v ia 
Dynamic Host Configuration Protocol (DHCP). Once the 
Home Gateway has been init ialized, it  enters into an id le 
state until any command is received from the remote user. 
Upon successful reception of commands as strings from the 
Smart phone app, it’s decoded and appropriate control action 
is taken. These actions can be either actuation or sensing.  

4.2. Home Gateway Application Framework 

The access to Web services has to be easy, direct, open 
and interoperable. That is, the p rovided communication 
means and programming interfaces (APIs) shall be easy to 
implement on every platform and developing 

environment[26]. The most open and interoperable way to 
provide access to remote services or to enable applications to 
communicate with each other is to utilize Web services. 
There are two  classes of Web services: Simple Object 
Access Protocol (SOAP) and Representational State 
Transfer (REST). RESTful is a much more lightweight 
mechanis m than SOAP offering functionality similar to 
SOAP based Web services. 

Therefore, in our approach we have used the RESTful 
based Web service utilizing standard operation such as GET 
and POST requests that return JavaScript Object Notation 
(JSON) responses to communicate between the remote user 
and the micro  Web server. JSON is a lightweight 
data-interchange format. It is easy for human  beings to read 
and write. It is also simpler for machines to parse and 
generate messages than using XML. For example, to turn 
ON the light, an HTTP POST request is sent to the resource 
of the server as illustrated in Figure 4 

 
Figure 4.  Messages between Arduino and micro Web-server 

4.3. Smartphone Application and Features 

 
Figure 5.  Screenshots for Graphical user interface for the home control system 

Micro Web-server Arduino Device
GET /?out=status

HTTP/1.1 200 OK
Content-Type: text/html

HTTP/1.1 200 OK

POST /?out=4&status=1
Turn Light ON
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There are several platfo rms for developing Smartphone 
application such as Windows Mobile, Symbian, iOS and 
Android. Since most of the Smart  phones support Android 
OS, therefore, we decided to develop and implement the 
application in JAVA programming  language using the 
Android Software Development Kit  (SDK)[27]. The most 
important feature of our Smartphone app is to hide several 
processes from the user while allowing full interaction with 
the application. By using the several software packages, we 
were able to customize the application to include a variety of 
user interface elements such as text boxes, choice groups, 
lists and command buttons. Figure 5 illustrates some designs 
for the graphical user interface. The Smart phone app for 
home control and monitoring applications provides the 
following functionalities to the user: 1) Remote connection 
to the Home Gateway. 2) Device control. 3) Device 
Monitoring. 4) Managing schedule. To successfully connect 
to the Home server, the user has to configure the IP address 
and the Port number o f the micro Web-server in the app 
(Figure 5.a). Then the user has to synchronize the app with 
the Web-server (see Figure 5.b) to retrieve the actuators and 
sensors those are connected to the Arduino Uno and what 
they are used for.  

While performing synchronization, the Smart  phone app 
sends the following to the Arduino: http://arduinoip/?out = 
all and to acknowledge the command, the Web-server rep lies 
with the fo llowing JSON message: 

{"ip" : "117.17.80.199", "devices" :[{ "type" : "light", 
"name" : "Light 1", "out" : "4"},{ "type" : "light", "name" : 
"Light 2", "out" : "5"},{ "type" : "temperature", "name" : 
"Temp", "out" : "3"},{ "type" : "plug", "name" : "Power 
Plug", "out" : "6"},{ "type" : "door", "name" : "Front Door", 
"out" : "7"},{ "type" : "gate", "name" : "Main Gate", "out" : 
"8"},{ "type" : "wattmeter", "name" : "Main Switch Board", 
"out" : "2"}]} 

The JSON message indicates the IP address of the remote 
home server, the Arduino I/O ports where the device is 
connected to and the device type. To connect the new device 
and add it to the app, the user has to only program the home 
server. Each t ime a new device is programmed in the server, 
a new thread dedicated to the device is automatically created 
in the app (see Figure 5.c) e.g. Light 1 and Light 2. After 
synchronizing the app with the home server, the user has to 
just press the device icon in the app to turn it ON or OFF.  

The Smart phone app sends the following to the home 
server: http://arduinoip/?out=1&status=1. The out indicates 
the I/O port  on the Arduino and the status can be either 1 (ON) 
or 0 (OFF). Figure 5(d) shows the temperature display on the 
app. The Manage schedule items (Figure 5.e) lists and 
manages the current devices which can  be scheduled to 
operate at a specific time.   

4.4. Hardware Implementation and Home Automation 
Devices 

For proof of the concept, low cost and off the shelf 
electronics hardware is used to setup the test bench. The 

overall implementation diagram is illustrated in Figure 6. 

 
Figure 6.  Hardware architecture and implementation 

The Arduino Uno and Ethernet shield were used to 
implement the micro Web-server for the Home gateway. 
Home gateway connects to the Internet according to the 
details provided in  Section 4.1. The Arduino Uno is an 
open-source microcontroller that uses ATMEGA 328, an 
Atmel AVR processor which can be programmed by the 
computer in C language via USB port. Arduino Uno also has 
on-board 5 analog pins and 13 digital pins for input and 
output operations, supporting SPI and I2C which can be used 
to interface with other devices. The Ethernet module acts as a 
bridge to connect the Home Gateway to the local proxy . A 
conventional light switch was integrated with the Arduino 
using relays to demonstrate the switching capability as 
illustrated in our previous work[4] and an LM35 temperature 
sensor was used for temperature monitoring while a 
non-invasive 30A current sensor was utilized for power 
monitoring. Details provided in[28] are used to successfully 
integrate the current sensor with the Arduino Uno. The 
hardware architecture presented is flexible and allows other 
home appliances and devices to be seamlessly integrated 
with min imal changes. 

5. Conclusions 
In this paper, a novel architecture for low cost and flexible 

home control and monitoring system using Android based 
Smart phone is proposed and implemented. The proposed 
architecture utilizes RESTfu l based Web services as an 
interoperable application layer for communicating between 
the remote user and the home devices. Any Android based 
Smart phone with built in support for Wi-Fi can be used to 
access and control the devices at home. When a Wi-Fi 
connection is not available, mobile cellular networks such as 
3G or 4G can  be used to access the system. Future works will 
focus on creating a wireless network between the home 
server and the home devices using Zigbee and 
implementation of voice commands for controlling the 
application via voice. 
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